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‘Technology Is not evil

BUT IT DOES CHANGE RAPIDLY




Recent Court Case (January 2021)

® Lenihan v. Shankar

Ontario Judgments

Ontario Superior Court of Justice
H.A. McGee J.
January 14, 2021.
Court File No.: FS-19-141

[2021] O.J. No. 159 2021 ONSC 330
RE: Kevin William Lenihan, Applicant, and Indira Shankar, Respondent

(256 paras.)
Case Summary

Family law --- Custody and access — Considerations — Best interests of child — Conduct of parents —
Custody — Sole custody — Application by father for custody of parties' young daughter allowed — Child
had been in mother's care since birth — Father was a US citizen — Mother was permanent resident of
Canada — Parties had separated prior to child's birth when father returned to US — After child's birth,
mother severely restricted father's access, made unfounded accusations against him and presented
falsified documents at trial — Father could offer the child a stable, healthy and emotionally rich childhood
— Mother had shown no ability to place daughter's needs above her own drive to dominate and sabotage
the father's parenting.
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‘Justice Heather McGee

H.A. McGEE J.

Overview

1 Text messages, emails and social media postings have become leading sources of evidence across a wide array
of criminal, civil and family disputes. Judges have before them the actual words and deeds of the parties, written or
posted in the party's own hand.

2 Or do they?

3 In an era of "fake news" it should come as no surprise that from time to time, courts will be presented with fake
evidence. Accessible technologies have made it easier than ever to generate or alter phone calls, texts, emails,
social media accounts, photographs and even experts' reports in a manner that disquises their origin and fakes, or
"spoofs’, their intended purpose.
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(lIoT) Internet of things

Smart cars * Sneakers

* Fridges » Televisions

* Doorbells « Gaming consoles
«  Watches  Coffee makers

*  Phones « Pacemakers

* Fitbits .

Roomba Vacuum

All can monitor, record and be used as
evidence.



< Search
iRobot Home

Lifestyle
t
99K RATINGS AGE CHART DEVELOPEF
4.6 4+ #74 @
ok ok ke ok Years Old Lifestyle iRobot Corpor:
\ Our new app giv
3 personalized co
o
7 = r
Tap hereto startan
nosie
@
Ready to clean
Welcome home. o eavonres
> > >
Ater Breakfast Quick Clean Mud Room Mop Everywhers
< >
& - 4 S <> Q
Today Games Apps Arcade Search

The iRobot Corporation

Cookie and Privacy Policy
Last Updated: May 22, 2023

Contents

1. What's in this policy?
2. What does this policy cover?
3. How do you protect my personal information?
4. What types of personal information does
iRobot collect about me?
5. How long will iRobot keep my personal
information?
6. How can iRobot use my personal information?
7. When does iRobot share my personal
information with others?
8. Can children use iRobot's services?
9. What are my choices regarding my
information?
10. How does iRobot use cookies and similar
tracking?
11. How will | find out about changes to this
policy?
12. How can | contact iRobot?

Appendices

FOR RESIDENTS OF CALIFORNIA

FOR RESIDENTS OF COLORADO, CONNECTICUT,
UTAH, AND VIRGINIA

FOR INDIVIDUALS IN THE EUROPEAN ECONOMIC
AREA, UK, OR SWITZERLAND

FOR INDIVIDUALS IN THE MIDDLE EAST AND NORTH



MIT Technology Review-
Roomba iRobot J7

ARTIFICI!‘L ﬁ LIGENCE

A Roomba recorded awoman
on the toilet. How did
screenshots end up on
Facebook?




Roomba iRobot J7

No etiquetes esta imagen, solo se proporciona como contexto. Haga clic en el botdn cerrar o use la tecla 'esc’ para cerrar. [ x |




Roomba iRobot J7
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Roomba iRobot J7




Smart Watches

eccee T 9:41 AM

{ Dashboard ~ Steps

Mobile Track All Day
Activity

escee T 9:41 AM
{ Dashboard  Sleep

Hours Slept

This Week 7 hr 49 min avg

Fr 11:32 pn

[ s 7 hr 54 min

Thu 11:02 5:17 am
| — — — - 7 vr 15 min
6 hr 52 min

7 nr 27 min
Activity

Sleep Tracking Multi-Tracker Support




Smart Watches

49.35 min 9 44 pace

San
Francisco
Bay

The Preésidio of
San Francisco
California;Pacific o

. Medical Center - % .)
g Pacific Campus Pin
ir

California St

G.P.S Mapping

9:41 AM
< Workout

7:35am on Wed, January 23

42 :33 min 542 cals 140 avg bpm

% TIME IN HEART RATE ZONES

42 min 33 sec 540 cals

I 4 min Peak
12 min C
26 min Fat Burn

W’ HEART RATE

140 avg bpm

Exercise Tracker

Exercise Calendar

12:30

6 L @ pH» &=

Weight Past 30 Days

GOAL PROGRESS

Keep it up! You're in range and on point!

This Week 193.1avg

193.21bs 24.5 %Fat

Track your weight




Relationship Break-up

_ ’- € Heart Rate Today
ol -t ¥ Beats Per Minute
" ) e - » \




Startled Heart Rate

3 min
in exercise zones




Not Today MOTHERF@#!'ER

* Kelly Herron was 4 miles into a run on a Sunday afternoon

* Was attacked by man hiding in a rest room stall

* "l fought for my life screaming ("Not today, M**F**er!"), clawing
his face, punching back, and desperately trying to escape his grip-

never giving up. | was able to lock him in the bathroom until police
arrived.”

e Garmin GPS watch recorded the entire event







Reproductive Abuse

Know when your next Are your moods connected Find the unique patterns
period IS coming. to your CYC'C? of your cyc¢ le.

L

Analysis




 Can notfile if Pregnant
* Texas

« Arizona

* Arkansas

* Missouri

* Florida

 Can file, but not finalize

Pregnant? . California

No Divorce + Ohio
« Michigan

« Kansas

Judges have discretion to place a temporary

stay (or hold) on the divorce proceedings

until after the child's birth so they can include l
custody arrangements and child supportin

the final divorce decree. /

o




Whose been Sleeping in your
bed?
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‘ MY SLEEP SESSION
Meeting your timing is a great start to
improved sleep quality. Try to meet e —
your sleep goal so you get enough ’
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ings- Sleep Data Mat

SLEEP
Sleep Tracking Mat

Know your night
Master your days.




Electronically Stored Information
(ESI) — Legally Defined in 2006

* information created, manipulated, communicated, stored,
and best utilized in digital form, and it requires the use of
computer hardware and software. ESI is found on any
device that has electrical, digital, magnetic, wireless,
optical, or electromagnetic capabilities — including PDAs,
cell phones, digital cameras, GPS devices, hard drives,
thumb/flash drives, servers, tablets, and computers.




Access
. —ED
fé— Login

X X % X Securzty

NON
Passwords &J

The act of manipulating people into performing actions or
divulging confidential information, rather than by breaking in or
using technical cracking techniques.



‘Phishing / Malware Scams

- 13

Is the attempt to acquire sensitive information such as usernames,
passwords, credit card details (and sometimes, indirectly money), often for
malicious reasons, by masquerading as a trustworthy entity in an electronic

communication.

Account Locked on April 7, 2022

JPChase <mkitchenwahl@microthermics.com>
To: sbradley27@outlook.com

% This message appears to be Junk. Links and other functionality will not work.

CHASE ©

| This message is high priority.

Hi Sbradley,

Your account has been —suspended, due to
recent activities. Kindly revalidate your details.

Revalidate Details

ABOUT THIS MESSAGE
This service email gives you updates and information about your Chase relationship.

This email was sent from an unmonitored mailbox. Go to chase.com/CustomerService for options

on how to contact us.

Your privacy is important to us. See our online Security Center to leam how to protect you
information.

Chase Privacy Operations, P.O. Box 659752, San Antonio, TX 78265-9752.

JPMorgan Chase Bank, N.A. Member FDIC
® 2021 JPMorgan Chase & Go.

Thursday, April 7, 2022 at 7:50 PM

< =

+1(931) 446-4897

Text Message
Today 12:50 PM

£ atar Mother's Day Revosints
= ~ ‘)
Dear customer, X N

A @ Mother’s Day Special we would fike t

Brand New Apple Watch Series 7

W
https://t.co/t74QmExZJw




‘Phishing / Malware Scams

DocuSign

https://nationalcollegeofaquatics.co.uk/fetch/

Keri Melendez

sent you a document to review and
sign.

REVIEW DOCUMENT

Keri Melendez
melendez@rafool.com

Good morning,

Attached is the customer service package for your property which includes the Customer Service Contract,
Layout, Customer Obligations, and other documentation

Contract

If nraceeadino with the warlk nleace ceand the rantrart harck via DarniSion anciirine all digital tacc identified
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Community

Statistics Documentation FAQ About ™ English Join our commur comm

Jvirustotal

VirusTotal is a free service that analyzes suspicious files and URLs and facilitates
the quick detection of viruses, worms, trojans, and all kinds of malware.

D File @ URL Q Search

No file selected Choose File

Maximum file size: 128MB

By clicking "Scan it!', you consent to our Terms of Senvice and allow VirusTotal to
share this file with the security community. See our Privacy Policy for details




Cyberstalking

What exactly is cyberstalking?

Engaging in a course of conduct to communicate—or to cause to

be communicated— directly or indirectly- words, images, or

language by or through the use of electronic mail or electronic

communication, directed at or pertaining to a specific person:;

To access, or attempt to access, the online accounts or Internet-

connected home electronic systems of another person without

that person’s permission, causing substantial emotional distress to

that person and serving no legitimate purpose.



Protection From Stalking Act- Article 31a B

60-31a02. Definitions. As used in the protection from stalking act:
(a) "Stalking" means an intentional harassment of another person that places

the other person in reasonable fear for that person's safety.

(b) "Harassment" means a knowing and intentional course of conduct
directed at a specific person that seriously alarms, annoys, torments or
terrorizes the person, and that serves no legitimate purpose.

(c) "Course of conduct" means conduct consisting of two or more separate
acts over a period of time, however short, evidencing a continuity of purpose
which would cause a reasonable person to suffer substantial emotional
distress. Constitutionally protected activity is not included within the meaning
of "course of conduct."




Federal 18 U.S.C. § 2261A(2)

(2)with the intent to Kill, injure, harass, intimidate, or place under
surveillance with intent to kill, injure, harass, or intimidate another person,
uses the mail, any interactive computer service or electronic
communication service or electronic communication system of interstate

commerce, or any other facility of interstate or foreign commerce to

engage in a course of conduct that—(A)places that person in reasonable

fear of the death of or serious bodily injury to a person, a pet, a service

animal, an emotional support animal, or a horse described in clause (i), (ii),

(i), or (iv) of paragraph (1)(A); or

(B)causes, attempts to cause, or would be reasonably expected TO cause

substantial emotional distress to a person described in clause (i), (ii), or

(i11) of paragraph (1)(A),
shall be punished as provided in section 2261(b) or section 22618, as the case

may be.



Cyberstalking- Examples

Generally, the following acts may be prosecuted as
cyberstalking:

*Sending frightening or unwanted messages to the other
person,

Constantly having unwanted gifts or items sent to the
other person,

‘Threatening harm against the individual or someone
they're close to,

*Spreading rumors about the person online.



-

DV Cyberstalking Statistics

66% of female and 41% of male _
stalking victims are stalked by a
current or former intimate partner. -)

1in 4 victims report being stalked through the use
of some form of technology, such as email or
Instant messaging.

10% of victims report being monitored with GPS
and 8% report being monitored through video,
digital cameras or listening devices.

The Stalking Resource Center



‘Mom, these bad men have me’: She believes
scammers cloned her daughter’s voice in a

fake kidnapping

e By Faith Karimi, CNN
Updated 9:26 AM EDT, Sat April 29, 2023

fly =~




Phone Call Manipulation
SPOOFING CALLER ID + VOICE

Apps can give callers the ability to change the number shown
on caller ID, alter their voice and record calls.

12:46 PM
12:44 PM

+1(800) 555-1212 @52

+1(866) 867-5309 .,

+1(310) 655 5309

(=5 T

Incoming Call

Change your voice to sound like a Easily record, listen to, and share
man or woman & add background your calls.

Disguise your Caller ID, record your
]



Voice Cloning Technology

Voice cloning is the process in which one uses a computer to
generate the speech of a real individual, creating a clone of
their specific, unique voice using artificial intelligence (Al).




Comparing Calls




Comparing data / iMessage

Rate Code: TKiA?uTex‘l Massaging 50, MBRF=MEDIA MAX UNL MNET, A4ANT=MEDIA MAX 200 MSGS, MKT2=TexiNMessaging
Rate Pariod (PD): AT=Anytime
Feature: SMH=SMS $0.10 MOMT, GPRR=GPRS 0 rata APN0D2, SMI=MKT SMS $0.20 MO international intercarrier

Rate Rate Fea- In/ Total

Item Day Date Time To/l'rom Type Msg/KB/Min  Code Pd lure Out  Charge
1188 07/30 9:27AM Data Transler Dsla 6 KB MBRF AT GPAR Cun 0.00
1189 07/30 7:15PM Data Transler Dala 432 KB MBRF AT GPAR Ou 0.00
1180 07/30 7:46PM Data Transler  Data 18 KB MBRF AT GPRR  Out 0.00
1991 00000 07/30 8:01PN - Deta Transfer * " Data T00 0 23 KB OMBRF AT GPRROul 000
1152 .. -.D730 Q:00PN - Dala Transfer Jm . ... 43 KB MBRF AT GaRR Out 0.00
1183 07/30 30PN 0 Transfer Data: sk il 24°K5 MBARF AT . . GPRR Oul 0.00
1164 07/30  10:10PM Dala Transfer Data = - - 109 8 M BAF = AT. . GPRR Ou - 000
1185  TUE  07/31 1:23AM  Data Transfer - - Dala i 57 KB BRF . AT GPRA. Dut 000
1186 07/31 1:53AM Dala Transfer Data 30 KB MBRF AT GPRR Qul

1187 07/31 ___ 2:23AM___ Dala Transter  Data 11 KB _MBRAF AT  GPRR Out o.oo
1198 07/31 2:54AM Dala Transter Data 10 KB MBRF AT GPRR Out 0.00
1198 0731 3:24AM Dala Transfer Data 10 KB MBRF AT GPRR_Out 0.00
1200 07 3:55AM Dala Transter Data 25 KB MBRF AT GPRR Out Q.00
1201 07/31 425AM _ DalaTranster Data {0 KB MBRF AT . GPRR_Out * 0.0
1202 0TS 4:58AM - Dala Transtx. . Data - 48 KB MBRF AT GPRA  Out 0.00
1203 STt 500AM Data Trangds: ~ Dam : e ek (- K MBRF AT = GPRR Out - 0.00!
1204 07/31 528AM Data Transier Data- v 1_ B MBRF: AT .. GPRR .Out 0.00
(1208 07/31 - -5568AM Data Transle* [0 E 0 KB MBRF AT GPAAR Out. - 0.00
1208 0731 a2 Data Transiar Daa 10 KB M8EF AT GPRA__ Out 0.00
1207 07/31 &:56AM Data Transier Dae 10 KB MBRF AT GPRAR Out 0.00




ee000 EE 4G 6:59 AM 68% W)

{ Messages  Jamie Details

I'm writing to tell you that
| am taking the kids and
leaving the country.
You've given me no
choice. I've asked time
and time again for you to
let them spend more
time with me but you
keep refusing.

Al’e VOU_ I te Xt They'll be better off with

me anyway.

aUthentlc? I'll contact you when

we've settled down
somewhere. I'm sorry it's
come to this but you
gave me no choice.




How quick and easy is it to fake a text?

— W e e e o0 ®0000 Sprint LIE 6:59 AM /5% .
Create a Fake Text Message Conversation

{ Messages  Jamie Details

Text Message Conversation

Name Jamie

. ]

+ Add Text Message

Battery
Connection

Settings

5 Ads by Google

Send feedback

V t
Create Image

Ads by Google

Send feedback

Why this ad? [



@M%Pﬁ SECOND NUMBER WHATSSIM ~ FAKE ~ RECEIVE

FAKE CHAT

Click to upload L

) revsusbie O None
[ Green Bubbie O sent.s

FREE HOW-TO GENERATOR SPOOFBOX

O Delivered ./

I need you to spend more time
with our child.1am too busy with ~ ® Read v
‘work and you are a better parent

1235pm

|

@Wﬁﬁ SECONDNUMBER WHATSSIM  FAKE RECEIVE FREE HOW-TO GENERATOR SPOOFBOX
e
Name Profile Picture & Show? Phone Clock "Contact"
v | [@oswmms ] [ = ]
Online Operator “Chats" "Message"
[« = = ]

eeec0 02 7 1236
£ Chats Ex Wife
online

No we didn't? We just said
after | finished work
1234pm

| need you to spend more time
with our child. | am too busy (&
with work and you are a better

12:35pm




g iOS16
Text Editing - iOS

Unseng that

ok just Making Sure there aren‘t
Multjpfe Ways to Unseng

U Using the "ew haptie
keyboard?

stek
using the new slapstic
u 3 tne

keyhoard?




Text Editing - 10S 16

* you can only edit iMessages
e doesn't work with SMS messages

* You'll now be able to edit the text of
the message however you want —
you just can't erase the entire thing

* You can edit messages for up to 15
minutes after sending and undo
them for up to 2 mins

5:02 9 il T ED

o & P W0 ?

This is a deletion test
Reply
Undo Send ®
Copy ®
Translate
Send as Text Message ®
More... ®




Text Editing - 10S 16

u using’ 1e ne v slapstick
keyboar '?

O - o @ %
al (21 BE| BB I (O el

A3 B8 100 BN RCA IR RN B BB

nZXCVBNM®

space return

u using the new slapstick
keyboard?

Reply

Undo Send

Edit

Copy

More...

®
Translate
&)

e —




Text Editing - 10S 16

@) | uusing the new slapstick u using the new haptic u using the new haptic
@7 | keyboard? keyboard? keyboard?

feedback system o (‘X’\ lllllill' écash  © @ Cﬁ;]
shadatel Lol al: gl b =l e el B B B hE @ e KEN N B i A N e R

all ksl fall il Rl (R BN il B all i) FEll N0 Nal gl Wil Rl Al 21 S i REN EGH IE BN R N

4 | 12 EQ ECH RUA BN N0l Gl @ < 4 I Ed el B BEE NGl ol | = nZXCVBNM®

space return space return space return

o) ) O

Anyone that you're texting will see the word Edited appear underneath your new message




Text Editing - 10S 16 ¢ e o

iMessage

If they tap it, they'll be able to
see the original text and all
the edited versions you've

made.

P O0P00 2 €




Text Editing - 10S 16 @ -

If they haven't updated their =

device, you'll still see the

option to edit your text. But

: . B O

instead of your new edited T OD® O
message replacing the old QWERT YU IoOFP
one, it'll just send as a totally AlsIolrfelullk]L

new message, prefaced with Sl G a0 L0 08 & Wi ¥
the words Edited to. o




Select Messages
Edit Pins

Edit Name and Photo

9:26 AM
Show Recently Deleted yrain food &

Dawn Ramirez Yesterday
Yo

Vacation Planning Yesterday
Let me know what you think! «

- 4

FamBam Yesterday
| need a few more minutes.

Ashley Rico Yesterday
Let's start plotting out the garden.

Will Rico Thursday
That's an amazing idea!

Ashley & Will Thursday

OMG! Can't believe you won the tickets!

Jane Appleseed Thursday
Sent $10.




Recently Deleted

aining before deletion.

ted.

Ashley Rico

275 Messages

Grandma 30 Days
121 Messages

Danny Rico
160 Messages

Delete Recover




Spyware
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M SPY Your Id: 000001 Dashboard

1 S8 - build 13 - 5.... | Presiow

Target Device Activity

Browser History [l GPS Locations Text Messages [ WhatsApp

GENERAL FEATURES

Contacts

Text Messages

Calls

Events
2020-01 2020-02 2020-03 2020-04
Photo
Video Most Messaging Contacts Most Calling Contacts Most Visited Websites
Wi-Fi networks 3434857946 S 3471629902 5 times The Free Encyclopedia
Matty o Teresa T https://www.wikipedia.org/ '
Keyword tracking —_———— —— -
3444231987 9 times 3476549120 3 times Music for everyone.
Logger Dad Lisa https://www.spotify.com/ o limes
Installed APPs
3487694712 3456139652 R .
4 times 2 times Gmail | Inbox
Mom Jessica B . ) ) 3 times
https://mail.google.com/
LOCATIONS = — "
ALL MESSAGES ALL CALLS ALL WEBSITES
Q@  GPSLocations
CeoFencing Last Locations

g \ &=t !
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Dashboard :

https://mail.google.com/

M SPY Your Id: 000001

N N

i S8 - build 13 - 5.... [PrewoN
ALL MESSAGES ALL CALLS ALL WEBSITES
Last Locations
GENERAL FEATURES f_ ; -
4 HM
d +
} : 316 N Washington St, Watertown, WI,
Contacts - - : S e 54801
| CTHR Apr 9, 2020 6:59 PM
|
Text Messages ! 2
g : 3 134 Coolidge Ave, Watertown, W,
Ca”s jr"\l West Spaulding Street E251 Spaukiing Street i_ I 54801
o* Apr 8, 2020 6:49 PM
Latitude: 43.194721 o‘\\\*
Events Longitude: -88.728992 b 2
T —— 813 Scribner St, Spooner, Wl, 54801
R " o Apr 10, 2020 6:36 PM
Photo Accuracy: 3.76931m
Address: 316 N Wash
S i | . CTHCW . .~ ¢ 709 Deer Trl, Watertown, WI, 53094
H Ugl Street \\
Video _ g g Apr 9, 2020 6:25 PM
S ——— Wah*.g/town:
— e E E Eage M“"S(,
Wi-Fi networks 5 S 316 N Washington St, Watertown, W1,
Bus W1 26 e 54801
Keyword tracking West Sereet e & s Apr 9, 2020 6:14 PM
: ;
1 R N Western a. Leaflet | © OpenStreetMap contributors
Logger
ALL LOCATIONS
Installed APPs
Account Target Device info
LOCATIONS o
Type: Expiration Date: D S8-bulid 13- 5.8.5 . 90
PREMIUM Aug 10, 2020 2:00 AM Android Version: 9.0.0
Q@  GPSLocations : . = 0
Auto-Renewal: A e
RENEW Py g al off

5.8.5

Geo Fencing

IMELI: Operator name:




M SPY Your Id: 000001

#  S8-build 13- 5... [P0

H Dashboard

GENERAL FEATURES

Bl Contacts

Calls

Events

Photo

Video

Wi-Fi networks
Keyword tracking
Logger

Installed APPs

LOCATIONS

Q@  GPSLocations

Geo Fencing

Text Messages

-

Matty

hey are you gonna be home soon
Apr 6, 2020 10:20 AM

3467533842
Hello, David. This is Mr. Black. I've noti..

Apr 5, 2020 10:00 AM

Dad

Dave, can you pick up Matt from schoo...

Apr 1,2020 8:00 AM

Apple

Your Apple ID Verification Code

Apr 1,2020 8:00 AM

555-4545-777

Keep the kids happy this summer with

Jan 1, 2020 12:00 PM

Matty

hey are you gonna be home soon

Matty

| think youre in trouble

Matty

Apr 6, 2020 10:20 AM

Apr 6, 2020 10:20 AM

idk, maybe in an hour or so

Apr 6, 2020 10:35 AM

Apr 6, 2020 10:30 AM

Apr 6,2020 10:31 AM

II*



M.SPY

-
"

14}

S8 - build 13 - 5.... | PRevuM

Dashboard

GENERAL FEATURES

Contacts

Text Messages

Calls

Photo

Video

Wi-Fi networks

Keyword tracking

Logger

Installed APPs

LOCATIONS

4

GPS Locations

Geo Fencing

Your Id: 000001

Events

O

Title

Matty's birthday

Amanda's birthday
party

Kanye West concert

Dad's birthday

Mother's Day

Easter

Mom's birthday

Learn Spanish

Description

Order a present for Matt

Drop off stuff for Amanda's party

Tickets are going on sale

Call dad

International Mother's Day

Easter Sunday

Organize the surprise

This event was added from Goals in
Google Calendar. Changes made to it
here may not save. Use the Google
Calendar app to edit and view Goal
details.

Location

316 N Washington St, Watertown, WI,
54801

Fpl Solar Amphitheater at Bayfront
Park, Miami, FL, US

Started at

Mar 21, 2020 7:00
AM

Feb 1,2020 7:00
AM

Jan §, 2020 7:00
AM

Feb 8,2020 7:00
AM

May 12, 2020 7:00
AM

Apr 12,2020 7:00
AM

Jan 16, 2020 7:00

AM

Feb 4,2020 7:00
AM

y

Completed at

Mar 22, 2020 9:00
AM

Mar 1, 2020 2:00
PM

Feb 20, 2020 9:00
AM

Feb 8, 2020 9:00
AM

May 12, 2020 9:00
AM

Apr 12,2020 9:00
AM

Jan 16, 2020 6:00

PM

Feb 4,2020 9:00
AM



M SPY Your Id: 000001 [J3Ye}e)

"

W  S8-build 13 - 5.... [FREw |
@ Dashboard
GENERAL FEATURES

Contacts
Text Messages

Calls

Events 2020-04-06 16:18:49 oy 2020-03-26 12:58:50 g 2020-03-23 16:59:41 R 2020-03-23 16:59:41 g

Video
Wi-Fi networks
Keyword tracking

Logger

Installed APPs

2020-04-27 16:59:41 g

LOCATIONS

Photos perpage: 10 ¥ 1-50f5

Q@  GPSLocations

Geo Fencing




Photo

Video

Wi-Fi networks

Keyword tracking

Logger

Installed APPs

Snapchat

=)

franky

someone sent me this picture of a ha...

clara

Mar 16, 2020 2:03 PM

hey, can you help me figure out what t

Aar 17,2020 12:09 PM

someone sent me this picture of a hamster with a
Snapchat filter

Mar 16, 2020 2:03 PM

ly

LOCATIONS

Q GPS Locations

Geo Fencing

Mar 16, 2020 2:03 PM

SOCIAL NETWORKS

WhatsApp

KiK

Telegram

Viber

so0 I'm sharing it with you

Mar 16, 2020 2:04 PM

you're welcome
Mar 16, 2020 2:04 PM

franky
thanks
Tinder Mar 16, 2020 2:05 PM
LINE
[
— franky

Hangouts

appreciate it

Mar 16, 2020 2:06 PM
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INTERNET USAGE

Browser Bookmark

Browser History

-

Website Title
TIME
parasite movie - Google Search

Google Translate

buy nike air - Google Search

Electronic Arts

game of thrones - Google Search

Url

https://time.com/5737103/best-movies-2019/

parasite movie - Google Search

https://translate.google.com/

https://www.google.com/search?
sxsrf=ACYBGNSprBJycv6zcGSwhcW75703d7t
Oyw%3A1579857470576&ei=PrYgXr7nlpS71fA
P30CnoAQ&q=buy+nike+air&og=buy+nike+air&
gs_l=psy-
ab.3..0i20314j0i67j0j0i6714.2040.2727..3039...0
.2.0.112.423.1j3......0....1..gws

wiz 0i71)35i305i39j0i7i30j35i304i39j0i13.1
OoptGZ6F98&ved=0ahUKEwi-
t1Da85vnAhWUXRUIHV7ACUQQ4dUDCAs&uac
t=5

https://www.ea.com/

https:// v.google.com/search?
sxsrf=ACYBGNTyC1Q3Rt2i3fhrZPz1Kg0KDg_2
FA%3A1579858283432&ei=a7kgXvv_GYrbwQK

04qriDg&q=Game+of+Thrones&og=Game+of+

Thrones&gs_l=psy

ab.3..0i6713j012j0i20312j013.18040.18040..1822

6...0.5..0.136.136.0j1......0....2j1..gws-

wiz.......0i71.aY5LYbMmBSA&ved=0ahUKEwi74

Z3e9pvnAhWKbVAKHQ6xCukQ4dUDCAs&uact
>

https://www.google.com/search?
sxsrf=ACYBGNRmVqc7I-

rAd8iK4h2pEoJY14_5aQ%3A1579857486112&

i T\ Vs

Last visit

Apr 6, 2020 3:49 PM

Apr 6, 2020 3:49 PM

Apr 6, 2020 3:49 PM

Apr2,2020 4:16 PM

Apr 2,2020 7:45 PM

Apr 2,2020 7:55 PM
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INTERNET USAGE

(®©  Browser History

H Browser Bookmark

RESTRICTED

\.  BlockCalls

Email

eric_lewis02@gmail.com

Darryl_Black@gmail.com

Chemistry Essay Presentation

Anr 10 2090 A-01 DM
Apr 19, 2020 4:01 PM

WordPress.com <donotreply@e0....

Grow your audience and connect with ...
Apr 19, 2020 3:28 PM

Berklee College of Music <no-repl...

Berklee College of Music

EA@e.ea.com

Hi eric_lewis

To: eric_lewis02@gmail.com<eric_lewis02@gmail.com>

From: WordPress.com <donotreply@e0.wordpress.com>
Subject: Grow your audience and connect with more customers
Date: Apr 19, 2020 3:28 PM

W

Your coupon is expiring...
FLASH SALE ENDS SOON

Don’t miss this great deal.

Upgraded plans are jam-packed with powerful
features and support you'll LOVE.

Attract more viewers, make more sales, share more
content, and much more, all when you upgrade
your WordPress.com site today.

Enter this coupon code at checkout: ENJOY2o0.

Hurry, this offer expires at the end of the day
today!

Click here to claim your discount now!
-The WordPress.com Team

P.S. Upgrading your plan is risk-free! If you decide

IIF
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Settings

Airplane Mode

Important
Phone Settings

HZ

To protect
evidence, turn
Alrplane Mode

ON




New Remote install options

Camtasia Studio - |
Fle Edit View Play Tools Help
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Avast- Spyware Remover

MALWARE

Free Anti-Spyware Scanner and
Remover

Protect yourself against spyware with Avast Free Antivirus, the best spyware remover available.
Regain control of your privacy with a spyware scanner, detector, and remover that’s ultra-fast and
refreshingly lightweight — and 100% free.

.l DOWNLOAD FREE ANTI-SPYWARE
Get it for iOS, Android, PC
People love Avast Free Antivirus

6207 people rated us 4.7/5




Location Tracking
E9T1l: WHY PHONES HAVE GPS

« Enhanced 911 (E-911): Designed to automatically provide home
numlber and exact location of a 911 caller.

* Wireless E-911: Automatically sends cell number and cell phone
location information.

« Some cell phones have a GPS chip in them (Sprint, Verizon,
Nextel, etc.). Others have GPS |locators at the cell tower (AT&T,
Cingular).

« Need to upgrade all emergency dispatch centers for it to work. As
It rolls out, encourage survivors to always give their location
immediately if they call 911 from a cell phone.



Global Positioning Systems (GPS)

« Track person/object
using satellite

technology. « Commonly found in:
 Active vs. Passive » Cell phones
« Watches
* Vehicle Navigation

Systems

« Small and easily hidden.

« Affordable and readily
available.




Crowdsourcing Technology

Uses Bluetooth and WIFI tfechnologies from the Crowd to
source a location



Domestic abuser busted in the act of putting an
AirTagon a car

0 William Gallagher [ Feb 02, 2022

Applelnsider is supported by its audience and may earn commission as an Amazon Associate and affiliate partner on

qualifying purchases. These affiliate partnerships do not influence our editorial content.

A Connecticut man has been arrested after police witnessed him attempting to use Apple AirTags to
track a victim's car.

As Pennsylvania works to become the first state with specific AirTag legislation, police have arrested
a Connecticut resident has been charged with felonies including first-degree stalking.



AirPods or

Wireless
Headphones




New Concerns..

d" | TikTok




Apple reveals further details about AirTag's
anti-stalking feature

|9 William Gallagher [ Apr 22, 2021

Applelnsider is supported by its audience and may earn commission as an Amazon Associate and affiliate partner on

qualifying purchases. These affiliate partnerships do not influence our editorial content.

Alongside iPhone notifications when someone else's AirTag is with you, Apple has designed more
ways to prevent malicious tracking — or theft.

When Apple unveiled its new AirTag tracking device, it also explained how iPhone users could detect
when someone else is using one to track them. Apple then later outlined how people without iPhones
could avoid being stalked using this technology, but now executives have revealed more.



Monday, June 3

TIME SENSITIVE 1m ago
AirTag Found Moving With You

The location of this AirTag can be seen by
the owner. Tap to open Find My and see
available actions.

San Bruno
Mountain
State Park

Brisbane,

“SanBruno
A

San Francisco
0. International
Airport (SFO)

AirTag Detected Near You

First seen with you now

>

Play Sound
Locate AirTag

o

Pause Tracking Notifications
Don't notify me about this AirTag




9:41 CLUE4N

Tracker Detect

Tracker Detect locks for item trackers that are
separated from their owner and that are
compatible with Apple’s Find My network.
These item trackers include AirTag and compatible
devices from other companies.

If you think someone is using AirTag or another

device to track your location, you can scan to try to
find it

Tracker Detect

Apple Tools

€ Everyone

X This app is not available for your device

[*] Add to wishlist

5:41 eLUE4N

Scanning...

9:41 PLUE4AN
Results
9
()
)l i)

Detection Apps (Android)

* kY

9:41 CLUEAN

Unknown AirTag

J

>

Play Sound

6 minutes remaining

Learn About This ltem Tracker

Instructions to Disable

See e “

1,966 &

Install

9:41

Learn J
Tracke

Leam more il

Bring your
to open



Tile App- 10S or Android

10:39 4 D < Scan Results
Settings X Below is a list of Tiles ranked by the number
T of times they were detected.
Tiles Unknown (3)
hop N
e Gl Detected: 6 of 6 scans
Device: Mate
Order Status Reference ID: AIQEQP134
) Find Your Ph

/ ind tourFhone Detected: 5 of 6 scans
“ Device: Pro

Show Phone in Tile List 0 Reference ID: AIEFQP120

Scan and Secure

Welcome to Tile Detected: 2 of 6 scans

Keep track of your things with Tile to _ . Device: Slim
stay on top of your day. BEpISCQLO TRt Reference ID: AIEWQP023

Recycle Tiles

wipe to learn more Buy a Tile )
oo Get Free Tiles

Share Results

Signin Get Started Don't have a Tile?

Safety Tips
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= CROWD GPS SCANNER (X . 1019 ERILT B

Thanks for purchasing the CROWD GPS
SCANNER app

Visit us at www.crowd-gps-scanner.com

OPERATING INSTRUCTIONS:
Turn on Bluetooth

NOTE. ¥ F g SRS 10%0AN LEOw £ BN O A0 e N agae. Y
A Crowd GPS device will only be displayed when out e e T L e s

of range of the paired app to that device. This is
because these devices will only send out signals to
say "find me" when out of range from the phone or

tablet they have been paired with. 1. Detectad 21 Jun ¥
To test the above if you own a Crowd GPS device Bl | FOCECUT) RERF <900 B4 D BE183
and have the app installed:

Turn OFF your Crowd GPS device app and the 2. Detectad 21 Jun Y0
CROWD GPS SCANNER app will display all of your
devices in the search screen.

Sod  PARRLD BTD LPC) AW 090 )

Press STOP and then CLEAR to start a new scan. 3. Détectad 21 Jun %19
Turn ON your your Crowd GPS device app and the R e e
» A ’ o . s
Download our App CROWD GPS SCANNER app will not display your
devices in the search screen. -
Get the Crowd Gps Scanner App today and see if you are 4. Detectad 21 Jun %01
being tracked! . DISCLAIMER: Bed - KICAINCE FIRS SN00 AT AL
CROWD GPS SCANNER Herein after referred to as “CGS* does not e e
the y or I of the ials or the reliability
of any advi pini or other information as displayed or S Detectad 21 Jun %10
distributed the Applications or Website herein after referred to
as "Applicati " You ack viedge that any reliance on any such
" App Store ane .1““' d or inf ion shall be at your Sof | FERJALSLLAP AIL WL A0S
/sole risk and hed there to. — - ———
CGS as being a developer to the Applications reserves its right, in its
sole discretion, to correctfrectify any errors or omissions in any portion 6 Detectad 21.Jun mw
of the materials. CGS may make any other changes/improvements in the
» Google Play Applications and the prod pr , services or prices (if any) ot OPITCCMEOTES AVRD DS AZRS

described/published at anyﬂmewl;l\omwwolnollce.mdmmd
information provided on is for the purpose of information only.

‘Whilst every effort would be made to functioning of
functional modul » code base or integrations as possible;
their accuracy can onlv be as aood as the information orovided bv the




ANYONE EVER UPSET WITH YOUR
DECISION?




you how stupid these judges are.
This judge's ruling will...See more

Reply oy G&F

22acaciaavenue - 23h ago
Replying to TomOkc

| sincerely hope the judge is run
over by a drunk-driving illegal.
Better yet, raped, tortured and
murdered by a MS-13 member.
Better her than an innocent
citizen.

Reply oH1 G&F

seanberg - 23h ago
Replying to TomOkc

—



yakageddon - 21h ago

Push back. Confront her in
restaurants. Have your kids tell hers
how useless of a human she is. Camp
at her house. Do ALL the things




‘ Alex Smirnov =
@l 13 hours ago

“JUdge”

1~ | Vv Reply
RunNazisRun =
14 hours ago edited

Stand Judge Beth Bloom upside down in a
sanctuarial bucket of Clorox and see if that clears
her FFFFdup mind.

1~ | Vv Reply

@ Yourlast Chance o
& 14 hours ago edited



Judge Esther Salas applauds
new law named after her son,
who was killed by a gunman
targeting her

The Daniel Anderl Judicial Security and Privacy Act

aims to protect federal judges by safeguarding their
personally identifiable information and that of their
close relatives.

—— U.S. District Judge Esther Salas at a news
conference in Newark, N.]., on Monday. Kyle Mazza /

Sipa via AP file



U.S. District Judge Esther Salas

In July 2020, Salas and her husband

were celebrating the 20" birthday of their son,
Daniel, when a man posing as a delivery driver
came to the front door of their New Jersey home,
rang the doorbell and fatally shot Daniel to
death. The man also shot Salas’ husband three
times. Salas was in the basement during the attack
and was not injured.



Doxing

TikTok Users Are Doxing the Supreme Court

Since the overturn of Roe v. Wade, users have posted videos with the

addresses and alleged credit card information of Conservative justices.

° By Jules Roscoe

June 29, 2022, 6:39pm n Share yf Tweet ‘ Snap

SCREENSHOTS TAKEN BY MOTHERBOARD.

“Scroll for the lyrics!” reads the first slide in the TikTok, a slideshow set to
EDM music. The second slide doesn't show lyrics, though: It flashes the face
of Supreme Court Justice Samuel Alito, along with his supposed credit card
information. The next slide is a portrait of Justice Amy Coney Barrett, with

another credit card number, expiration date, and security code listed.

The comments are filled with the message: “It worked!”



Gen Z Have Doxxed The
Supreme Court Justices Who
Overturned Roe V Wade

Their addresses are now all over the internet.

BY LYDIA SPENCER-ELLIOTT | POSTED ON 28 06 2022

When the US Supreme Court overturned Roe v Wade and robbed 36 million women
of their abortion rights on Friday, the world was understandably furious. ‘American
women today have less freedom than their mothers,’ said Speaker of the House
Nancy Pelosi.

‘Without the right of women and men to make decisions about our own bodies,
there is no democracy,” added Gloria Steinem. ‘Banning abortions does not stop the
need. It just bans their safety.’



Doxing

What exactly is Doxing?

Is the act of revealing identifying information about
someone online, such as their real name, home address,
workplace, phone, financial, and other personal
information. That information is then circulated to the

public — without the victim's permission.




Doxing and NCP

Tor Browser = m 4)) 2:25PM {¢

tor-browser_en-U<

Jtorshame/ - Slut shaming / exposed sluts board - Tor Browser

©0 /torshame/ - Slut sha... x

@ sSs @ - € oxwugzccvk3dk6tj.onion C =
g # home / @ board list/ ? faq / 3¢ random / 4 create / @ bans / Q search / & manage /99irc | [ w | [ operate / b | | watchlist [Options] ~

Tor Browser § X
File (hide): 1458851334837 pg (92.18 KB, 1280x720, 16:0, tmp 1301-12820301 10996166...ipq)

[=] P> Ariel Lindsey: Greenville, South Carolina Anonymous 03/24/16 (Thu) 20:28:54 No.53 [Reply] [Watch
Thread

Avriel Lindsey
Lives in Greenville, South Carolina

Cell: 864-551-8750
House: 864-228-0271 (lives with father James, and brother Grey)

Currently enrolled in Greenville Technical College in Medical Classes
Lives at 316 Mimosa Dr, Mauldin, South Carolina 29662-2240
Her main facebook account: https://www.facebook.com/ariel lindsey.18

Her alt account she also uses: https://www facebook com/ariel.lindsey.39

Her facebook page she runs: https://www.facebook.com/FaptainFalcon/

Family Facebook pages:
Sister: https:/iwww facebook.com/ScarlettColour

Brother: https://www facebook.com/the little_shota.that.could

Boyfriend (convicted felon): https://www facebook.com/420.Ggerbouski
Boyfriend's Dad: https://www.facebook.com/dan.kreklow

Boyfriend's Mom: https://www.facebook.com/susan. kreklow
Boyfriend's Grandma?: https://www.facebook.com/ruth.kreklow
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P Anonymous 03/24/16 (Thu) 20:29:33 No.54
File (ide): 1458851373949 jpg (31.82 KB, 540x960, 9:16, tmp 1301-1036805 445504162....ipq)

Newest Pic of her page. Slut is under 5 feet

%l &




Doxing- National Conversation

Is Doxing lllegal??

The answer is usually no: doxing tends not to be illegal,
IT the Iinformation exposed lies within the public
domain, and it was obtained using legal methods. That
sald, depending on your jurisdiction, doxing may fall
foul of laws designed to fight stalking, harassment, and

threats.



Is Doxing lllegal- Federal Laws

18 U.S. Code § 2261A (2015) - Stalking

This law runs through the federal courts and was originally
written to target stalking. But the wording allows it to apply to
cyberstalking and doxing.

It allows charges to be filed against anyone:

‘Intending to injure, intimidate, harass, surveil, or worse, uses
a computer or electronic communication service or system to:

Place another person in reasonable fear of death or serious
bodily injury, or;

-Cause, attempt to cause, or would reasonably expect to
cause substantial emotional distress to a person.



HOW ABUSERS GAIN
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Data Mll’lll’lg -

» Data mining is primarily used today by companies with a
strong consumer focus - retail, financial, communication, and
marketing organizations. |t enables these companies to
determine relationships among "internal" factors such as price,
product positioning, or staff skills,and "external” factors such
as economic indicators, competition, and customer
demographics.And, it enables them to determine the impact
on sales, customer satisfaction, and corporate profits. Finally, it
enables them to "drill down" into summary information to

view detail transactional data. ”




INFORMATION IS EVERYWHERE

e Free Apps

e Carrepair /oill change

e Grocery store discount cards
Frequent Buyer Programs

Stores requesting phone # for
Ccoupons

DMV
Passports
HMIS
Courts

eSocial Service
*Schools

e Healthcare

e Faith Community




Doxing

Check how easy it is to dox yourself

Google yourself “John Smith"” Ohio
Carry out a reverse image search.
Audit your social media profiles, including privacy settings.

Check to see if any of your email accounts were part of a
major data breach by using a site such as
Haveibeenpwned.com

Check CVs, bios, and personal websites to see what
personal information your professional presence conveys. If
you have PDFs of CVs online, be sure to exclude details like
your home address, personal email, and mobile phone
number (or replace them with public-facing versions of that
Information).




haveibeenpwned.com

'»--have i been pwned?

Check if you have an account that has been compromised in a data breach

kmail address pwned?}

@ Generate secure, unique passwords for every account = Learn more at 1Password.com

327 5,620,024,112 83,975 91,563,791

pwned websites pwned accounts pastes paste accounts




What Can You Do??

Protecting your IP address by using a VPN

Use strong passwords

Create separate email accounts for separate purposes
Use multi-factor authentication

Be alert for phishing emails

Scrub your data

Set up Google alerts



VPN- Virtual Private Network

access e

NordVPN"

el Bean

v

P ‘v' .‘
v Proton VPN



Google Alerts Setup

GO S[C Alerts

Search query: Monitor the Web for interesting new content
Google Alerts are email updates of the latest relevant Google results (web, news, etc.) based on your
Result type: Everything queries.

Enter a search query you wish to monitor. You will see a preview of the type of results you'll receive.
How often: Once a day Some handy uses of Google Alerts include:

monitoring a developing news story
keeping current on a competitor or industry
getting the latest on a celebrity or event
keeping tabs on your favorite sports teams

How many: Only the best results

Deliver to: @gmail.com

CREATE ALERT Manage your alerts

Manage your alerts - Google Alerts Help - Terms of Use - Privacy Policy - Google Home - © 2011 Google




Get comfortable with technology

|3

Be aware of new technology and how it is being used.

Be comfortable talking to survivors about new stalking tools

and how they may impact their own devices.

Safety plan with survivors about their tech use. Share safety

and privacy tips.

Work with law enforcement, community members and policy

Makers to hold abusers accountable.






Steven Bradley

Safety and Technology Expert

sbradley@OurFamilyWizard.com

@ 850-294-3413

Scan the QR code to
connect with an
OurFamilyWizard expert

2 OurFamilyWizard






