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Why do we need to care
about technology?

 



Technology is not evil
BUT IT DOES CHANGE RAPIDLY

80s 90s +
Aughts

NOW



Recent Court Case (January 2021)



Justice Heather McGee





(IoT) Internet of things

• Smart cars • Sneakers 
• Fridges • Televisions 
• Doorbells • Gaming consoles
• Watches • Coffee makers
• Phones • Pacemakers 
• Fitbits • Roomba Vacuum

All can monitor, record and be used as 
evidence.





MIT Technology Review-
Roomba iRobot J7



Roomba iRobot J7



Roomba iRobot J7



Roomba iRobot J7



Mobile Track All Day 
Activity

Sleep Tracking Multi-Tracker Support



G.P.S Mapping Exercise Tracker Exercise Calendar Track your weight











Reproductive Abuse



Pregnant?  
No Divorce

• Can not file if Pregnant
• Texas
• Arizona
• Arkansas
• Missouri
• Florida

• Can file, but not finalize
• California
• Ohio
• Michigan
• Kansas 

Judges have discretion to place a temporary 
stay (or hold) on the divorce proceedings 
until after the child's birth so they can include 
custody arrangements and child support in 
the final divorce decree.



Whose been Sleeping in your 
bed?



SSlleeeepp  IIQQ



Withings- Sleep Data Mat



• information created, manipulated, communicated, stored, 
and best utilized in digital form, and it requires the use of 
computer hardware and software. ESI is found on any 
device that has electrical, digital, magnetic, wireless, 
optical, or electromagnetic capabilities – including PDAs, 
cell phones, digital cameras, GPS devices, hard drives, 
thumb/flash drives, servers, tablets, and computers.

Electronically Stored Information 
(ESI) – Legally Defined in 2006



The act of manipulating people into performing actions or 
divulging confidential information, rather than by breaking in or 

using technical cracking techniques.



Phishing / Malware Scams
Is the attempt to acquire sensitive information such as usernames, 
passwords, credit card details (and sometimes, indirectly money), often for 
malicious reasons, by masquerading as a trustworthy entity in an electronic 
communication. 



Phishing / Malware Scams





Cyberstalking

What exactly is cyberstalking?
Engaging in a ccoouurrssee  ooff  ccoonndduucctt  to communicate—or to cause to 

be communicated— ddiirreeccttllyy  oorr  iinnddiirreeccttllyy--  words, images, or 

language by or through the use of electronic mail or electronic 

communication, directed at oorr  ppeerrttaaiinniinngg  ttoo  a specific person; 

TToo  aacccceessss,,  oorr  aatttteemmpptt  ttoo  aacccceessss, the online accounts or Internet-

connected home electronic systems of another person without 

that person’s permission, ccaauussiinngg  ssuubbssttaannttiiaall  eemmoottiioonnaall  ddiissttrreessss  to 

that person and serving no legitimate purpose. 



Protection From Stalking Act- Article 31a

60-31a02. Definitions. As used in the protection from stalking act:
(a) "Stalking" means an intentional harassment of another person that places 
the other person in reasonable fear for that person's safety.

(b) "Harassment" means a knowing and intentional course of conduct 
directed at a specific person that seriously alarms, annoys, torments or 
terrorizes the person, and that serves no legitimate purpose.

(c) "Course of conduct" means conduct consisting of two or more separate 
acts over a period of time, however short, evidencing a continuity of purpose 
which would cause a reasonable person to suffer substantial emotional 
distress. Constitutionally protected activity is not included within the meaning 
of "course of conduct."



Federal  18 U.S.C. § 2261A(2)

(2)with the intent to kill, injure, harass, intimidate, or place under 

surveillance with intent to kill, injure, harass, or intimidate another person, 

uses the mail, any interactive computer service or electronic 

communication service or electronic communication system of interstate 

commerce, or any other facility of interstate or foreign commerce to 

engage in a course of conduct that—(A)places that person in reasonable 

fear of the death of or serious bodily injury to a person, a pet, a service 

animal, an emotional support animal, or a horse described in clause (i), (ii), 

(iii), or (iv) of paragraph (1)(A); or

(B)causes, attempts to cause, or would be reasonably expected ttoo  ccaauussee  

ssuubbssttaannttiiaall  eemmoottiioonnaall  ddiissttrreessss  to a person described in clause (i), (ii), or 

(iii) of paragraph (1)(A),

   shall be punished as provided in section 2261(b) or section 2261B, as the case     

may be.



Cyberstalking- Examples

Generally, the following acts may be prosecuted as 
cyberstalking:

•Sending frightening or unwanted messages to the other 
person,

•Constantly having unwanted gifts or items sent to the 
other person,

•Threatening harm against the individual or someone 
they're close to,

•Spreading rumors about the person online.



DV Cyberstalking Statistics

66% of female and 41% of male 
stalking victims are stalked by a 
current or former intimate partner.

1 in 4 victims report being stalked through the use 
of some form of technology, such as email or 
instant messaging.

10% of victims report being monitored with GPS 
and 8% report being monitored through video, 
digital cameras or listening devices.

The Stalking Resource Center





Phone Call Manipulation
SPOOFING CALLER ID + VOICE

Apps can give callers the ability to change the number shown 
on caller ID, alter their voice and record calls. 



Voice Cloning Technology

Voice cloning is the process in which one uses a computer to 
generate the speech of a real individual, creating a clone of 
their specific, unique voice using artificial intelligence (AI).



Comparing Calls



Comparing data / iMessage



Are your text 
authentic?



How quick and easy is it to fake a text?





Text Editing – iOS 16



Text Editing – iOS 16

• you can only edit iMessages

• doesn't work with SMS messages

• You'll now be able to edit the text of 
the message however you want — 
you just can't erase the entire thing

• You can edit messages for up to 15 
minutes after sending and undo 
them for up to 2 mins



Text Editing – iOS 16



Text Editing – iOS 16

Anyone that you're texting will see the word Edited appear underneath your new message



Text Editing – iOS 16

If they tap it, they'll be able to 
see the original text and all 
the edited versions you've 
made.



Text Editing – iOS 16

If they haven't updated their 
device, you'll still see the 
option to edit your text. But 
instead of your new edited 
message replacing the old 
one, it'll just send as a totally 
new message, prefaced with 
the words Edited to.







Spyware 
or
Spouseware



















Important 
Phone Settings

#2
To protect 

evidence, turn 
irplane Mode 

ON
A



New Remote install options



Avast- Spyware Remover



Location Tracking
E911: WHY PHONES HAVE GPS

• Enhanced 911 (E-911): Designed to automatically provide home 
number and exact location of a 911 caller.

• Wireless E-911: Automatically sends cell number and cell phone 
location information.

• Some cell phones have a GPS chip in them (Sprint, Verizon, 
Nextel, etc.). Others have GPS locators at the cell tower (AT&T, 
Cingular).

• Need to upgrade all emergency dispatch centers for it to work. As 
it rolls out, encourage survivors to always give their location 
immediately if they call 911 from a cell phone.



Global Positioning Systems (GPS)

• Commonly found in:  

• Cell phones
• Watches
• Vehicle Navigation 

Systems
• Small and easily hidden.

• Affordable and readily 
available.  

• Track person/object 
using satellite 
technology. 

• Active vs. Passive



Crowdsourcing Technology

Uses Bluetooth and WIFI technologies from the Crowd to 
source a location   





AirPods or 
Wireless 

Headphones



New Concerns..







Detection Apps  (Android)



Tile App- iOS or Android





ANYONE EVER UPSET WITH YOUR 
DECISION?











U.S. District Judge Esther Salas 

In July 2020, Salas and her husband 
were celebrating the 20th birthday of their son, 
Daniel, when a man posing as a delivery driver 
came to the front door of their New Jersey home, 
rang the doorbell and fatally shot Daniel to 
death. The man also shot Salas’ husband three 
times. Salas was in the basement during the attack 
and was not injured.



Doxing





Doxing

What exactly is Doxing?

is the act of revealing identifying information about 

someone online, such as their real name, home address, 

workplace, phone, financial, and other personal 

information. That information is then circulated to the 

public — without the victim's permission.



Doxing and NCP



Doxing- National Conversation

Is Doxing Illegal?? 

The answer is usually nnoo: doxing tends not to be illegal, 

if the information exposed lies within the public 

domain, and it was obtained using legal methods. That 

said, depending on your jurisdiction, doxing may fall 

foul of laws designed to fight stalking, harassment, and 

threats.



Is Doxing Illegal- Federal Laws

18 U.S. Code § 2261A (2015) – Stalking

This law runs through the federal courts and was originally 
written to target stalking. But the wording allows it to apply to 
cyberstalking and doxing.

It allows charges to be filed against anyone:

•Intending to injure, intimidate, harass, surveil, or worse, uses 
a computer or electronic communication service or system to:

•Place another person in reasonable fear of death or serious 
bodily injury, or;

•Cause, attempt to cause, or would reasonably expect to 
cause substantial emotional distress to a person.



HOW ABUSERS GAIN 
ACCESS TO YOUR INFO

85



Data Mining

} Data mining is primarily used today by companies with a 
strong consumer focus - retail, financial, communication, and 
marketing organizations. It enables these companies to 
determine relationships among "internal" factors such as price, 
product positioning, or staff skills, and "external" factors such 
as economic indicators, competition, and customer 
demographics. And, it enables them to determine the impact 
on sales, customer satisfaction, and corporate profits. Finally, it 
enables them to "drill down" into summary information to 
view detail transactional data. 86



INFORMATION IS EVERYWHERE
87

• Free Apps
• Car repair /oil change
• Grocery store discount cards
• Frequent Buyer Programs
• Stores requesting phone #  for 

coupons
• DMV •Social Service
• Passports

•Schools• HMIS
•Healthcare• Courts
•Faith Community



Doxing

Check how easy it is to dox yourself

• Google yourself   “John Smith” Ohio

• Carry out a reverse image search.

• Audit your social media profiles, including privacy settings.

• Check to see if any of your email accounts were part of a 
major data breach by using a site such as 
HHaavveeiibbeeeennppwwnneedd..ccoomm

• Check CVs, bios, and personal websites to see what 
personal information your professional presence conveys. If 
you have PDFs of CVs online, be sure to exclude details like 
your home address, personal email, and mobile phone 
number (or replace them with public-facing versions of that 
information).



haveibeenpwned.com



What Can You Do??

} Protecting your IP address by using a VPN

Use strong passwords

Create separate email accounts for separate purposes

Use multi-factor authentication

Be alert for phishing emails

Scrub your data

Set up Google alerts

}

}

}

}

}

}



VPN- Virtual Private Network



Google Alerts Setup



Get comfortable with technology

• Be aware of new technology and how it is being used.

Be comfortable talking to survivors about new stalking tools 

and how they may impact their own devices.

Safety plan with survivors about their tech use. Share safety 

and privacy tips.

Work with law enforcement, community members and policy 

makers to hold abusers accountable.

•

•

•
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Steven Bradley
Safety and Technology Expert

sbradley@OurFamilyWizard.com

850-294-3413

Scan the QR code to 
connect with an 
OurFamilyWizard expert




